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> Here: Restrict Adversary’s Memory and Runtime
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Outline

> Key Agreement in Bounded Space
» ...using Computational Assumptions

» ...implying Computational Hardness
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Information Theoretic Setting

THEOREM (CACHIN-MAURER)

There exist key agreement protocols in bounded space for honest parties using space s
that is secure against adversaries with o(sz) space.

THEOREM (DZIEMBOWSKI-MAURER)

Any key agreement protocol for parties with space s can be broken in 0(52) space.
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KA = dOWF = wOWF = OWF = PRG = PRF
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Summary

THEOREM

For every polynomial p, there exist key agreement protocols secure against adversaries
running in space o(p(s)) and time poly() if and only if One-Way functions exist.
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